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In 2013, Malawi embarked on a transformative journey with the introduction of its National Information 
and Communication Technology (ICT) Policy, a visionary blueprint designed to navigate the digital 
landscape for the ensuing five years. Since the initiation of the previous policy in 2013, the technological 
landscape has undergone profound changes, marked by rapid advancements that have reshaped the 
very essence of ICT.

The swift evolution of technology, combined with transformative shifts in the legal and administrative 
framework, necessitated a comprehensive reassessment of the existing policy. This reevaluation became 
especially imperative in light of critical emerging issues, such as the soaring demand for Quality of Service 
(QoS), the omnipresent specter of cybersecurity threats, and the essential need for robust research and 
innovation.  

In response to these evolving challenges, the National Digitalization Policy for 2023-2028 emerges 
as a beacon of progress, significantly expanding its scope to address the multifaceted dimensions of 
technological evolution. This Policy introduces pivotal focus areas that were absent in its predecessor, 
ensuring a comprehensive approach to the orderly development of the ICT sector.

This holistic framework encompasses diverse areas of technological advancement, including but not 
limited to ICT Infrastructure Development; Universal ICT Accessibility; ICT Governance; Human 
Capital Development; Digital Government; Legal and Regulatory Environment; Research and 
Innovation Development; and Cyber Security Resilience.

By fortifying its stance on cybersecurity, addressing emerging challenges in artificial intelligence 
and internet of things, and promoting a robust research and innovation ecosystem, Malawi’s digital 
trajectory under the National Digitalization Policy is poised to be comprehensive and forward-looking. 
This ensures the nation remains at the forefront of the global digital landscape over the next half-decade, 
fostering inclusive growth and sustainable development.

Successful implementation of this Policy will enable Malawi achieve digital transformation and some 
of the benefits will include: Improved public service delivery through digitalization of Government 
administrative processes; job creation through local production of ICT-based products and services; 
economic growth as a result of ICT innovations, digital financial inclusion and new business opportunities; 
well-informed and innovative society;  improved digital skills;  and affordability of ICT and related 
services to all citizens.

Honourable Moses Kunkuyu Kalongashawa 
MINISTER OF INFORMATION AND DIGITALIZATION
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The National Digitalization Policy, 2023-2028 builds on the gains of the previous National Information and 
Communication Technology (ICT) Policy of 2013. Since then, the sector has experienced rapid technological 
advancements and changes to the legal and administrative framework. This triggered the review of the Policy 
to address critical emerging issues such as increased demand for Quality of Service (QoS); cyber-security; 
and research and innovation development. The review is also in line with Malawi 63 and its First 10 Year 
Implementation Plan (MIP 1) which identifies ICT as a catalyst in achieving the country’s economic growth. 
The Policy is also aligned to regional and global instruments, such SADC Digital Transformation Strategy (DTS) 
and Sustainable Development Goals (SGGs).

This  Policy aims to provide a proactive framework that is in line with current technological realities and 
dynamics and to guide the orderly development of the ICT sector for the benefit of all Malawians. The policy 
provides a clear vision to drive social, economic, cultural and political transformation through the effective 
use of ICT. The Policy was developed through a consultative process involving various stakeholders such as 
Ministries, Departments, Agencies, development partners, academia, private sector institutions  and civil 
society organizations. 

The National Digitalization Policy addresses the critical emerging issues and aligns with Malawi’s national 
development targets. It aims to ensure a better synergy between the public and private sector, and increase 
collaboration in the development of the ICT sector. Other challenges that the Policy intends to address include: 
High cost of ICT equipment, services and infrastructure investment; low internet penetration; low levels of 
digital literacy and skills; lack of local production of ICT devices; inadequate power connectivity in rural areas; 
and inadequate ICT legal instruments on emerging technologies. 

Implementation of this Policy will yield the following outcomes: Establishment of robust, secure, reliable, 
inclusive digital infrastructure; improved access and adoption of ICT services; improved policy environment; 
improved digital literacy; strengthened digitalization of all sectors of the economy; enhanced institutional 
coordination; and modern knowledge and innovations in science and technology. A successful implementation 
of this Policy requires the concerted efforts of all partners concerned and stakeholders are called upon to work 
with Government to achieve the goals set in this policy.

Hetherwick Njati
SECRETARY FOR INFORMATION AND DIGITALIZATION 

 
PREFACE



5NATIONAL DIGITALIZATION POLICY 2023-2028

AIP Affordable Input Programme
CERT Computer Emergency Response Team

CII Critical Information Infrastructure 
CoEs Centers of Excellence

DHRMD Department of Human Resource Management and Development
DRTSS Department of Road Traffic and Safety Services

EDRMS Electronic Document and Records Management Systems 
EMIS Education Management Information System 

EP&D Department of Economic Planning and Development
HMIS Health Management Information System

ICT Information and Communication Technology
ICTAM ICT Association of Malawi

IFMIS Integrated Financial Management Information System
IoT Internet of Things

ISPs Internet Service Providers
ITF Inter-Operability Technical Framework
ITU International Telecommunications Union

LMS Learning Management Systems
MACRA Malawi Communications Regulatory Authority

MIP -1 Malawi 2063 First Ten Year Implementation Plan
MISPA Malawi Internet Service Providers Association
MNOs Mobile Network Operators
NCST National Commission for Science and Technology 

NRB National Registration Bureau
NRIS National Registration Identification System
NSO National Statistical Office
OCL Open Connect Limited
PoP Point of Presence

PPPC Public Private Partnership Commission
PSIP Public Sector Investment Programme 

SADC DTS Southern Africa Development Community Digital Transformation Strategy 
SDG Sustainable Development Goals

STI Science, Technology and Innovation
UNDP United Nation Development Programme

UNESCO United Nations Educational Scientific and Cultural Organization
USF Universal Service Fund

 
LIST OF ACRONYMS 
AND ABBREVIATIONS



6 NATIONAL DIGITALIZATION POLICY 2023-2028

Affordability: Applies to purchase of consumer 
device (i.e., smartphone, tablet, laptop, computer 
etc.) and cost of subscription.

API Portal: A place where developers can go to 
access an organization’s application programming 
interface (API).

Artificial intelligence (AI): Systems or 
machines that mimic human intelligence to perform 
tasks and can iteratively improve themselves based 
on the information they collect.

Bandwidth:  A measurement indicating 
the maximum capacity of a wired or wireless 
communication link to transmit data over a network 
connection in a given amount of time.

Big data: Extremely large data sets that may be 
analyzed computationally to reveal patterns, trends, 
and associations, especially relating to human 
behavior and interactions.

Blockchain: A system in which a record 
of transactions made in bitcoin or another 
cryptocurrency are maintained across several 
computers that are linked in a peer-to-peer network.

Broadband: A high-capacity transmission 
technique using a wide range of frequencies, 
which enables a large number of messages to be 
communicated simultaneously. 

Critical Information Infrastructure (CII): 
Constitutes assets, networks, systems, processes, 
information, and functions that are vital to the nation 
such that their incapacity or destruction would 
have a devastating impact on national security, the 
economic and social well-being of citizens.

Cybersecurity: The application of technologies, 
processes, and controls designed to protect systems, 
networks, programs, devices and data from cyber-
attacks.

Cryptocurrency: A digital currency, which is 

an alternative form of payment created using 
encryption algorithms. 

Digitalization: The process of converting data, 
information and processes into a digital format and 
making use of digital technologies to provide digital 
services (e-services).

Digital Infrastructure:  Technology, equipment 
and systems that provide linkages, networks and 
pathways to connect people and communities with 
data, products and services.

Digital Migration: A process of moving 
(migrating) from the use of analogue forms of 
broadcasting to digital forms of broadcasting.

Digital space: An online space (internet) where 
one can have access to a variety of information, 
goods and services.

Digital technologies:  Electronic tools, systems, 
devices and resources that generate, store or process 
data.

E-Commerce: The buying and selling of goods 
and services, or the transmitting of funds or data, 
over an electronic network, primarily the internet.

Emerging Technologies: Technologies that 
are creating, or are expected to create, significant 
social or economic effects and these may include 
IoT (Internet of things), Blockchain, Artificial 
Intelligence (AI), machine learning, cognitive 
intelligence, and deep learning.

E-Services: Services which make use of 
Information and Communication Technologies 
(ICTs) to provide information, complete tasks or 
conduct transactions.

E-Transactions: Transmitting of funds or data 
over an electronic network.
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Fiber optic network: A network in which 
information or data is transmitted as light pulses 
along a glass or plastic fiber.

Fintech (Financial Technology): Software, 
mobile applications, and other technologies created 
to improve and automate traditional forms of 
finance for business and consumers alike.

Green computing: The process of designing, 
manufacturing, using and disposing of computers, 
chips, other technology components and peripherals 
in a way that limits the harmful impact on the 
environment.

Green power technologies: Renewable 
energy technologies that provide the greatest 
environmental benefit through energy such as solar, 
wind, geothermal, biogas, eligible biomass, and low-
impact small hydroelectric sources.

Information and communications 
technologies: A diverse set of technological 
tools and resources used to transmit, store, create, 
share or exchange information.

Interoperability: The ability of different systems, 
devices, applications or products to connect and 
communicate in a coordinated way, without effort 
from the end user.

Internet exchange point: A physical and 
usually neutral location where different networks 
meet to exchange local traffic via a switch.

Internet of things: A system of interrelated 
computing devices that are provided with unique 
identifiers (UIDs) and the ability to transfer data 
over a network without requiring human-to-human 
or human-to-computer interaction.

Last Mile Connectivity: The connectivity 
between the main backbone network and the users.

Machine learning: A branch of artificial 
intelligence (AI) and computer science which 
focuses on the use of data and algorithms to imitate 
the way that humans learn, gradually improving its 
accuracy.

Microwave link: A communications system 
that uses a beam of radio waves in the microwave 
frequency range to transmit information between 
two fixed locations on the earth.

National switch: Common shared technology 
platform for interoperability of retail payment 
systems and promotion of digital payment systems 
for public services and instant payments.

Point of Presence     Refers to the physical 
location or access point at which 2 or more networks 
or communication devices share a connection

Phishing: A type of online fraud that involves 
tricking people into providing sensitive information 
by impersonating as a trustworthy source. 

Synchronization: A process that involves 
coordinating the execution of multiple threads at 
the same time to ensure a desired outcome.

Traffic peering: A process by which two 
internet networks connect and exchange traffic or 
information. 

Universal Access: Everyone in a population has 
access to publicly available communication network 
facilities and services.

Virtual landing point: International gateway 
for internet traffic.
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1.1		 The National 				  
	 Digitalization Policy

The National Digitalization Policy provides policy 
direction on key issues that are central to the 
development and functioning of the Information 
and Communication Technology (ICT) sector in 
Malawi. The review of the policy is necessitated 
by the need to accommodate the new emerging 
technologies in the digital space, but also to ensure its 
alignment to the aspirations in the Malawi 2063. The 
Malawi 2063 propagates the need for assimilating 
ICT in all sectors as an enabler to effective and 
efficient service delivery to the citizenry. 

The previous Policy did not put in place deliberate 
and purposive course of actions in addressing issues 
of Cyber Security that are critical with the rising 
demand of ICT systems and Applications as well as 
the usage of the cyber space. The Policy also lacked on 
the monitoring and evaluation front with no proper 
framework containing set of predetermined outputs 
and indicators; which are key in tracking progress 
attained for the period under its implementation. 

Furthermore, the Policy had no clear direction 
on how Government would ensure sustainable 
digitization, neither did it have the drive as well as 
mechanisms to automate key Government functions 
and processes. There was also no clear direction on 
how Government would work with the Private sector 
to advance the growth of the ICT Sector through 
implementation of projects under Public Private 
Partnership (PPP) arrangements, and in the long 
run creating jobs and promoting entrepreneurship. 
The Policy also did not provide incentives and plans 

for advancing Research, Innovation and Technology.

The new Policy, therefore, outlines a coordinated 
approach to be employed by the Government of 
Malawi to address the above-mentioned challenges 
in order to ensure the growth of the ICT sector, 
which consequently leads to the realization of 
wealth creation, self-reliance through sustainable 
economic growth and infrastructure development. 
Through the Policy, the Government provides 
an appropriate institutional, regulatory and legal 
framework that aims at guiding: The provision and 
enhancement of ICT services to all citizens; the 
investment in priority ICT and Digitalization areas; 
the Public and Private Sectors in the planning for 
the national development and utilization of ICT; 
safeguarding fundamental human rights, promoting 
inclusiveness, protecting privacy, promoting 
electronic services, and promoting competition in 
the ICT sector. 

The National Digitalization Policy will be 
implemented through the following priority areas: 
ICT Infrastructure Development; Universal ICT 
Accessibility; Governance in ICT Development; 
Human Capital Development; Digitalization; ICT 
Legal and Regulatory Environment; Research, 
Innovation and Technology; and Cyber Security 
Resilience. The Policy will be implemented between 
2023 and 2028 within the Malawi 2063 First 10-Year 
Implementation Plan (MIP 1) and the Sustainable 
Development Goals (SDG) implementation period; 
and will be reviewed after every five years.

1.2		 Background

World over, ICT has revolutionized the way 
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production, market access and distribution of 
goods and services are organized. In sectors like 
trade, education, health, banking and agriculture, 
technology developments have made ICT possible 
for people to acquire and exchange information in 
an increasing variety of formats and collaborate 
with one another across national boundaries. 
Without doubt, ICT plays a major role in all aspects 
of life: economic, political, social and cultural. It is 
against this backdrop that Government of Malawi 
has recognized ICT as a key enabler of economic 
and social transformation as clearly articulated in 
the Malawi 2063. 

Malawi’s ICT sector can be categorized into 3 main 
areas, namely: Telecommunications; Broadcasting; 
Postal and Courier Services. Over the last two 
decades, several strides have been made in these 
respective sub-categories. Notably, there has been 
an increase in the number of private players that 
have improved the coverage and affordability of 
ICT related services.  Consequently, there has been 
improvement in the key ICT related indicators for 
the country. For instance, the number of mobile 
phone subscribers increased from 3,886,531 in 2011 
to 12,188,949 in 2022. Furthermore, the number of 
internet users has increased from 599,376 in 2011 to 
8,046,364 in 2022. There have also been initiatives 
to increase access to digital services in rural areas. 

While significant development has been registered 
in the sector, there are still several challenges that 
the country is facing with respect to provision 
of ICT, including the following:  vandalism of 
telecommunication equipment; inadequate 
distribution of ICT services and infrastructure; High 
cost of ICT equipment and services; Poor internet 

and IT support infrastructure; and in-adequacy of 
the regulatory framework in the telecommunication 
sector.  Through the Policy, the Government of 
Malawi recognizes the need to create a conducive 
environment to investments into the sector to solve 
the aforementioned challenges.  

1.3		 Current Status

The ICT sector in Malawi is still in its infancy, but 
has registered significant growth over the years. The 
sector grew by 6.1 percent and 5.4 percent in 2020 
and 2021 respectively and was projected to grow at 
6 percent in 2022 (Annual Economic Report, 2021). 
The contribution of the ICT sector to the country’s 
Gross Domestic Product (GDP) has also been 
increasing over the years. The sectors’ contribution 
to GDP was at 5.5 percent in 2018 and was projected 
at 6.1 percent in 2022. The remarkable progress 
in the ICT sector has been on account of the 
implementation of the National ICT Policy of 2013 
as well as deployment of other legal instruments 
such as the E-Transaction and Cyber Security 
Act, 2016; Communications Act, 2016; National 
ICT Masterplan, 2014-2031; Public Service ICT 
Standards, Malawi Digital Government Strategy 
2019, Malawi Digital Economy Strategy 2021; and 
the National Cyber Security Strategy 2019 which 
have unlocked investments in the sector.

Current investments in ICT infrastructure for 
access to telecommunications and participation in 
the digital economy mainly focus on connectivity 
of fiber optic cables to mobile towers for devices. 
As a landlocked country, Malawi is connected to 
the international fibre network in Mozambique, 
Zambia, South Africa, and Tanzania through the 
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SEACOM and Eastern African Submarine Cable 
System (EASSy) networks. 

The scarcity of regional internet exchange points 
forces telecoms to rely on upstream service providers 
that are usually based outside the country, in Europe 
or the USA. Data that should be cached locally or 
regionally must pass outside Africa, resulting in an 
unnecessary expensive use of upstream bandwidth. 

Malawi has made significant strides in establishing 
systems and platforms which enable verification 
and creation of applications and services while 
ensuring interoperability. For example, the 
National ID, Digital Payment Systems and the 
National Switch which connects all banks, Mobile 
Network Operators (MNOs) and the Microfinance 
Institutions Hub (MFiHub) through the Airtel 
Africa API Portal, Mpamba Virtual Card/API, and 
USSD/Payment Sandboxes for Africa’s Talking. 

The mobile money industry in Malawi is relatively 
new as it was launched only in early 2012.  Mobile 
money uptake has been regarded as successful 
concurrent to the growth in mobile subscriptions.  
For example, MK9.7 billion value of transactions 
were made in 2021 by the 10.1 billion registered 
mobile money subscribers.

Malawi is progressing in the development and 
implementation of digital services. However, 
Malawi’s e-commerce market is underdeveloped 
due to inadequate access to ICT and digital 
infrastructure and services. The National ICT policy 
intends to concretize and build on the sustained 
gains that have been made over the years. 

1.4. 	 Linkages with Other Relevant 	
	 Policies and Legislation

The National Digitalization Policy is aligned to key 
policies and pieces of legislation at national, regional 
and global levels as detailed below:    

1.4.1 	 National instruments

i	 Malawi 2063 and its First 10-year 
Implementation Plan

Malawi 2063 recognizes ICT development as key 
inclusive wealth creation agenda under the Enabler 
number six (6) – Economic Infrastructure.  The 
Malawi 2063 first 10-year Implementation Plan 
(MIP 1) which operationalizes the Malawi 2063 and 
Sustainable Development Goals (SDGs) 2030 also 
stresses on the ICT development.  

ii	 The Communications Act, Cap. 68:01 of 
the Laws of Malawi

This Policy is founded on the Communications 
Act, 2016 that regulates the provision of 
communication services in Malawi in the three 
sectors of ICT including; telecommunications, 
postal and courier; and broadcasting services. 
In line with the Communications Act, this 
Policy will, among others, promote economic 
regulation, fair competition, interconnections, 
access to electronic communication networks, co-
location and infrastructure sharing, regulation 
of tariffs, management of spectrum, electronic 
communications equipment, appliances and 
devices, and universal service and access. This 
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Policy is, therefore, founded on the principles of 
Communications Act of 2016.

iii	 Electronic Transaction and  
Cyber Security Act of 2016

This Policy is aligned to the Electronic Transaction 
and Cyber Security Act of 2016 that makes provision 
for electronic transactions; for the establishment 
and functions of the Malawi Computer Emergency 
Response Team (MCERT); to make provision for 
criminalizing offences related to computer systems 
and information communication technologies; 
and provide for investigation, collection and use of 
electronic evidence. This Policy is in line with the 
proposed legislation that will emanate from the 
act that will cover issues to deal with e-electronic 
transactions and e-commence, cybercrimes, 
electronic evidence and cyber security.

1.4.2 	Regional Instruments

i.	 African Union Agenda 2063

The African Union Agenda 2063 recognizes that 
globalization and the information technology 
revolution have provided unprecedented 
opportunities for countries and regions with the 
right policies to make significant advances and 
lift huge sections of populations out of poverty, 
improve incomes and act as a catalyst for economic 
and social transformations. 

ii.	 African Union Digital Transformation 
Strategy (AU-DTS 2030)

This Policy is aligned to the African Union (AU) 

Digital Transformation Strategy (AU-DTS) for 
Africa which aims to harness digital technologies 
and innovation to transform Africa’s societies and 
economies, promote Africa’s integration, generate 
inclusive economic growth and stimulate job 
creation, break the digital divide, and eradicate 
poverty for the continent’s socio-economic 
development and ensure Africa’s ownership of 
modern tools of digital management. 

iii.	 SADC Digital Transformation  
Strategy (DTS)

National Digitalization Policy is informed by the 
aspirations of the SADC Digital Transformation 
Strategy (DTS). The objective is to drive and accelerate 
the strategic adoption of digital technologies by and 
in all SADC Member States, digitally empowering 
citizen’s businesses and institutions, and therefore 
maximizing the economic, social and political 
impact of the use of digital technologies for the 
benefit of SADC people’s quality of life and in favour 
for fulfilling SADC’s regional development agenda.

iv.	 E-SADC Framework
The Policy builds on the aspirations of the E-SADC 
framework whose main objectives include 
promotion of lCT use for regional economic 
integration; enhancement of connectivity and access 
to ICT services among and within SADC Member 
States; development of applications including 
e-government, e-commerce, e-education, e-health, 
e-agriculture; and addressing policy, legislation, 
regulation, human resource and financial issues. 
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1.4.3 	Global Instruments

Sustainable Development Goals 
The SDG Goal number 9 calls for countries to build 
resilient infrastructure, promote inclusive and 
sustainable industrialization and foster innovation. 
The 2030 Agenda, therefore, recognizes the need to 
develop knowledgeable societies where everyone 
has opportunities to learn and engage with others, 
which starkly highlights the need for access to 
Information and Communication Technologies 
(ICTs). The National Digitalization Policy aims at 
achieving SDG 9 related targets and the expected 
outcomes of this Policy are closely linked to the 
expected outcome of the SDGs. 

1.5	  Problem Statement 
Just as other sectors of the economy, the ICT 
sector in Malawi is characterized by a myriad of 
challenges that fall under two main areas namely, 
access to and usage of ICT devices and services.  
Access challenges include constraints such as high 
investments costs of ICT infrastructure, network 
services and enterprise applications; absence of 
local production of ICT equipment, infrastructure 
and enterprise applications; inadequate supply of 
electricity especially in rural areas; and poor road 
networks that hinder erection of communication 
towers and other ICT infrastructure in rural areas. 

Usage challenges include aspects such as high cost 
of digital services like the Internet, lack of localized 
digital content, high taxation on ICT products and 
services, and low levels of digital literacy. Other 
challenges include aspects such as underdeveloped 

research, innovation and development capacity in 
ICT; inadequate specialized ICT professionals and 
institutional capacity; inadequate legal instruments 
on emerging technologies, Critical Information 
Infrastructure (CII), and data management; 
inadequate awareness of ICT, e-services and their 
potential; and low levels of public digital services 
and citizen engagements using ICT. 

1.5.1 	 Existing Responses  
	 to the Problem 
Government and the private sector are implementing 
a number of interventions in order to address the 
challenges. Some of the interventions are highlighted 
below. 

	► Regional Communication Infrastructure 
Programme Malawi (2009-2016) focused on 
setting a foundational hub for ICT services, 
which led to the setting up of the virtual 
landing point and the establishment of 
SimbaNET.

	► Digital Migration Project that aimed 
at switching from analogue terrestrial 
television signal broadcasting to digital, 
established the Malawi Digital Broadcast 
Network Limited (MDBNL). This company 
is a public entity that started operations on 
1st July, 2015. 

	► Government through the Last Mile Rural 
Connectivity Project is constructing and 
operationalizing 136 telecommunication 
towers. The project started in 2018 and by 
2022, 28 towers had been completed in 
various places in Malawi.

	► Government is connecting all major sectors 
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of the economy and Government agencies 
to a high-speed optical fiber-based network 
through the Backbone Project.  Under Phase 
I of the Project, 1,386 km of fiber were laid in 
all the district councils of Malawi. In Phase 
II, microwave link connection between 
Nkhata-Bay to Likoma will be completed, 
metro and access networks will be laid, a 
secondary Data Centre will be constructed, 
Video Conferencing facilities and IP phones 
will be installed.

	► Government is implementing the Digital 
Malawi Project whose aim is to increase 
access to affordable and high-quality internet 
services for Government businesses and 
citizens; and to improve the Government’s 
capacity to deliver digital services.  The 
project registered the following key 
achievements: Connectivity of 32 sites to 
public free Wi-Fi, Support on affordable 
internet services for tertiary institutions 
through Malawi Research and Education 
Network (MAREN); and support through 
grants to technological Hubs.

	► Financial Sector Technical Assistance 
Project (FISTAP) led to the establishment of 
the National Switch and a National Payments 
System in Malawi. In addition, the private 
sector led investments in ICT Infrastructure 
are in place by the Internet Service Providers 
(ISPs) and MNOs, leading to improved 
network coverage of 3G and 4G. 

	► Private operators are rolling out connectivity 
in the schools with Open Connect Limited 
(OCL) connecting 3 secondary schools and 

Fast Networks connecting one primary 
school. MACRA will connect 50 secondary 
schools per year with computer laboratories 
and totaling to 250 secondary schools by 
2026.

1.6 	 Purpose of the Policy 

The purpose of the National Digitalization Policy is 
to provide a unified guiding framework for achieving 
the ICT sector goals of the country. It will identify 
and address the key challenges and their root 
causes. Addressing these bottlenecks will position 
the country on the path to achieving the ICT related 
targets within the sustainable development goals 
and the aspirations of Malawi 2063. As Malawi 
implements the Policy, the following are some 
expected benefits to be realized: 

i.	 Job creation through local production of 
ICT-based products and services; 

ii.	 Higher education status for the country due 
to the increased access to education and 
learning materials at all levels of education;  

iii.	 Well-informed and innovative society due 
to the ICT research and innovation;

iv.	 Accessibility and affordability of ICT and 
related services to all citizens;

v.	 Improved coordination mechanisms 
between various stakeholders for improved 
service delivery

vi.	 Enhanced efficiency in all sectors of economy 
through digitalization

vii.	 Diversified marketing opportunities and 
increased income for the country.
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2.1 	 Policy Goal 
The goal of the Policy is to contribute to the socio-
economic development of the country through 
enhanced provision of integrated, inclusive and 
dynamic digital systems and services.

2.2 	 Policy Objectives  

The objectives of the Policy are to: 

i.	 Develop a reliable, secure, inclusive, and 
robust digital infrastructure and services 
throughout Malawi;

ii.	 Ensure universal access to affordable ICT 
and digital services to all Malawians;

iii.	 Provide an enabling environment for 
scaling up public and private sector 
investment and adoption of ICT and digital 
services;

iv.	 Promote digital literacy and skills for all 
citizens;

v.	 Promote the automation of critical 
functions of the public sector; 

vi.	 Supporting research to enable digital 
innovation, emerging technologies and 
fourth industrial revolution.

2.3. 	 Policy Outcomes

The following outcomes will be realized upon 
successful implementation of the Policy:

i.	 Establishment of robust, secure, reliable, 
inclusive and adaptive digital infrastructure;
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ii.	 Improved access and adoption of ICT and 
ICT related services;

iii.	 Improved conducive policy environment 
for private sector and entrepreneurs for 
economic growth and industrialization;

iv.	 Improved digital literacy and digital 
human capacity for the fourth industrial 
revolution;

v.	 Strengthened digitalization of all sectors of 
the economy; 

vi.	 Enhanced institutional coordination and 
policy coherence mechanism; and 

vii.	 Modern knowledge and innovations in 
science and technology.

2.4	 Guiding Principles

The implementation of the Policy will be guided by 
the following principles and core values:

2.4.1 	 Transparency and accountability

All stakeholders in the ICT sector will undertake 
their respective roles and responsibilities in a 
manner that is transparent and accountable and 
take full responsibility for the decisions they make. 

2.4.2 	 Inclusivity

The delivery of ICT and digital services takes into 
account the needs of all social and demographic 
groups such as women, children, the elderly and 
persons with disabilities. 

2.4.3 	 Efficiency and effectiveness
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All stakeholders in the ICT sector will professionally 
utilize available resources to execute planned 
interventions within their respective mandates. 

2.4.4 	 Professionalism

Implementation of the Policy will be anchored by 
all stakeholders in discharging their duties with a 
high degree of integrity in keeping with ethical and 
international standards.

2.4.5 	 Creativity and innovation

The Policy will establish a conducive environment 
for all stakeholders involved to be creative and 
innovative to improve performance and delivery of 
quality services in response to the emerging trends 
and challenges.

2.4.6 	 Sustainability

To ensure the sustainable provision of quality 
digital skills, services and products, the policy will 
promote the proliferation of incumbent ICT skills.

2.4.7 	 Responsiveness

Promoting result oriented and cost effectiveness 
as well as understanding of customer needs and 
respond timeously, efficiently and effectively to 
customer queries and requests; and striving for 
quality and high performance. 

2.4.8 	 Adaptive and dynamic 

Promoting interventions that operate in an ever-
changing environment. 

2.4.9 	 Team work

Shared stewardship and responsibility and the 
importance of working with other stakeholders in 
order to achieve the goal and objectives of the Policy.

2.4.10 	 Excellency

Committed to discharge duties with highest 
standards in order to provide reliable services to the 
satisfaction of all stakeholders.

2.4.11 	 Integrity

All players will act in good faith and display humility 
and commitment to ethical behaviour and focus on 
justice and fairness as they exercise care not disclose 
confidential information.

This Policy has identified the following priority 
areas: (1) ICT Infrastructure Development, (2) 
Universal ICT Accessibility, (3) Governance in ICT 
Development, (4) Human Capital Development, 
(5) Digitalization, (6) ICT Legal and Regulatory 
Environment, (7) Research, Innovation and 
Technology, and (8) Cyber Security Resilience.
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3.1 	 Priority Area 1:  ICT 			 
	 Infrastructure Development
ICT infrastructure is a primary focus area as it is 
an underlying platform for connectivity, and the 
provision and access to digital services. However, 
there is great disparity in ICT infrastructure 
investment across the country. A greater portion 
of rural areas still have limited access to digital 
technology and services. This is due to the lack of 
private sector incentives towards ICT infrastructure 
investment in marginalized areas, as well as the 
high cost of terminal devices such as smart phones, 
computers and tablets, as well as access to digital 
services. Urban areas benefit from increased 
private sector investment, which often surpasses 
public investments in quality, scale, and speed of 
implementation. 

Policy Statement 1: The Policy will promote 
investment in ICT infrastructure to increase network 
coverage and adoption of new technologies.
Strategies: 

i.	 Strengthen cross boarder linkages with 
neighboring countries on ICT infrastructure 
(e.g. fiber connections and internet 
exchanges); 

ii.	 Lobby for the introduction of tax incentives 
on communications network equipment 
(e.g. towers and interface equipment); 

iii.	 Encourage PPP financing for ICT 
infrastructure investment and acceleration; 
and

iv.	 Promote public and private sector investment 
into satellite technologies. 

Policy Statement 2: The Policy will facilitate 
deployment of reliable ICT infrastructure and 
communications services in Malawi.

Strategies: 
i.	 Install last mile infrastructure in under-

served areas;
ii.	 Enforce ICT infrastructure sharing to all 

ICT service providers to reduce costs on 
deployment; and 

iii.	 Adopt ongoing power sector reforms 
including adoption of green power 
technologies which are critical to the 
development of the ICT industry.

3.2	 Priority Area 2: Universal 		
	 Access to ICT and Digital 		
	 Services

Universal access endeavors to provide access to 
communication network facilities and digital 
services to all, irrespective of their demographic 
characteristics and economic status. Hindrances 
to access such as affordability, services coverage, 
connectivity, physical disabilities, and digital skills 
are therefore key areas of address for Government in 
order to create an environment that facilitates access 
for all. 

The Universal Service Fund (USF) was established 
under MACRA through the Communications Act. 
The objective of the fund is to address ICT access 
and usage gaps in most of the rural areas of the 
country and number of interventions and projects 
are being implemented through the USF in the 
country in order to improve ICT infrastructure and 
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promote access to ICT services.  For ICT to have 
a positive impact on development there must be 
extensive, affordable, and equitable access to ICT 
infrastructure.

Policy Statement 1:  The Policy will ensure that, 
as far as it is feasible, reliable, and affordable, 
communications services are provided throughout 
Malawi. 

Strategies

i.	 Lobby with Ministry of Finance to review 
taxes on ICT terminal devices, connection 
devices, broadband and digital services;

ii.	 Promote local assembly and production 
of ICT equipment and entry level Mobile 
devices for shared access;

iii.	 Enforce adherence to ICT standards to 
ensure quality of service;  

iv.	 Review ICT licensing framework to 
promote competition and fair trading

v.	 Encourage local traffic peering; and

vi.	 Develop and implement interventions to 
enhance and promote access to ICT and 
digital services for vulnerable groups. 

Policy Statement 2: The Policy will ensure increased 
ICT and digital technology connectivity and access 
in underserved areas.
Strategies

i.	 Offer incentive spectrum pricing for access 
and transport networks for underserved 
areas; and 

ii.	 Strengthen and promote access and use of 

digital services in underserved areas.

Policy Statement 3:  The Policy will ensure that 
digital broadcasting is adequately harnessed in the 
country.
Strategies: 

i.	 Promote local content production; 

ii.	 Widen national digital broadcasting signal 
coverage; and 

iii.	 Develop Digital Broadcasting frameworks. 

3.3	 Priority Area 3: Governance 	
	 in ICT Development

Technology adoption is an essential part of 
governance and efficient public service delivery. 
Technology has the potential to boost government 
transparency, responsiveness and citizen trust. 
There are a number of gaps in the governance for 
ICT that need to be addressed such as the lack of 
ICT sectoral policy harmonization, the exorbitant 
charges of internet data by private service providers 
at the market, the lack of an official platform 
for government intranet, poor enforcement for 
official email communication, lack of guidelines 
on cloud storage, lack of Government guidance on 
connectivity infrastructure, and lack of standards 
and expertise in data.

Weak Governance in the digital space has resulted 
in disjointed and segregated ICT systems in the 
country. The policy would like therefore to set up a 
functional structure that can bring order and proper 
coordination in the ICT sector.
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Policy Statement 1: The Policy will endeavor to 
improve digital governance. 
Strategies: 

i.	 Review the current mandate of the 
Department of E-Government and 
restructure it to align it with the Malawi 
2063; 

ii.	 Develop and enforce National ICT 
Guidelines and Standards; 

iii.	 Establish an institution to oversee ICT 
standards, ICT code of ethics, digital 
development and procurement of 
consultancy for development of Government 
systems;

iv.	 Ensure local hosting of all Government 
systems;

v.	 Develop in collaboration with respective 
line ministries sectoral digital policies; 

vi.	 Increase participation in International ICT 
fora; 

vii.	 Establish an institution to manage and 
regulate space resources; and  

viii.	 Promote engagement of local consultancy 
in the development of Government ICT 
systems.

Policy Statement 2: The Policy will ensure that 
domestic and international resources for ICT and 
digitization development are mobilized. 

Strategies:
i.	 Lobby for increased budget allocation of 

ICT and Digitalization development;
ii.	 Promote efficient and effective Public, 

Private Partnerships and corporate social 
responsibility;

iii.	 Strengthen development partners’ 
coordination on National ICT development; 
and

iv.	 Promote proactive mechanisms for lobbying 
ICT development support from the regional 
and international bodies responsible for ICT.

3.4	 Priority Area 4: Human 		
	 Capital Development 

The uptake and wide adoption of technology in 
day-to-day living is critical to improved quality of 
life as it facilitates wider, cheaper, more timely and 
improved access to information and services. Digital 
skills development is also an integral part of the 
sustainability and maintenance of the substantial 
national investment in digital assets. 

However, uptake and utilization of ICT and digital 
services is hindered by low basic literacy, caused 
by high early school dropout; low digital skills 
competencies; and lack of deliberate policy to 
promote digital skills for the population. This is 
further affected by low retention of skilled personnel 
and lack of skill transfer in the country. 
In addition, lack of coordination with all players 
within the digital skills space has led to incoherent 
and insufficient efforts that do not fully address 
current digital literacy needs. Lastly, the high 
investment cost of ICT equipment, infrastructure 
and digital services needed at a wide scale for 
digital skills interventions equally hinders the 
mainstreaming of digital skills for all. 

Policy Statement 1: The policy will provide an 
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environment where the citizens are capacitated with 
relevant ICT and digital skills. 

Strategies
i.	 Collaborate with the Ministry responsible 

for Education for inclusion of digital skills 
at all levels;  

ii.	 Build and strengthen capacity of 
the National College of Information 
Technology (NACIT) to train on 
Government systems, digital assets, 
specialized digital skills and basic ICT 
skills for all government employees; 

iii.	 Develop initiative(s) to broaden access to 
digital skills training and improve digital 
skills literacy programs; 

iv.	 Develop interventions to promote literacy 
and participation in the digital economy; 

v.	 Develop and implement interventions to 
enhance and promote women and youth 
participation in ICT and digital services; 
and 

vi.	 Re-introduce the digital/ICT week to 
provide civic education on ICT

3.5	 Priority Area 5:   
	 Digital Government

Most processes for delivery of key Government 
functions and services are not automated. This 
hinders growth and productivity in major sectors 
of the economy. The Malawi 2063 recognizes 
digitalization as one of the key enablers in realizing 
the aspiration of wealth creation, urbanization, 
and industrialization. The use of manual systems 
slows down transactions from Government to 

Government (G2G), Government to Business (G2B) 
and Government to the citizens (G2C).  Document 
management is one of the major challenges in the 
Government and automation is one solution to 
ensure digital storage and back up of files. 

Digitalization of Government processes enhances 
efficiency, productivity, and transparency and also 
lowers operational costs, improves communication, 
and quickens decision making processes. In as much 
as digitalization is the future, there are challenges 
that hinder its development. These include: 
resistance to change, lack of political will, inadequate 
digital skills, poor connectivity, and procurement of 
inefficient and non-localized systems.  

Policy Statement: The policy will promote the 
digitalization of major processes in the public and 
private sector.

Strategies:
i.	 Accelerate automation of critical functions 

in public sector; 
ii.	 Promote the integration and interoperability 

of Government and private sector systems;
iii.	 Accelerate the implementation of the 

National Addressing System; and 
iv.	 Accelerate deployment of the electronic 

single window with a focus on process 
automation and border agency integration. 

3.6	 Priority Area 6: ICT Legal 		
	 and Regulatory Environment

Government has undertaken a number of steps to 
strengthen the ICT regulatory frameworks. Current 
legal frameworks in place include Communications 
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Act of 2016 and Electronic and Cyber Security Act of 
2016 which provide for e-commerce, e-government 
and cyber security in terms of child protection, 
hacking and network interference. In addition, the 
Access to Information Act of 2017 provides for 
people’s right of access to information in the custody 
of public bodies and relevant private bodies, the 
processes and procedures related to obtaining that 
information. 

Despite the above-mentioned initiatives, there are 
some challenges relating to the legal and regulatory 
environment hindering people’s enjoyment of this 
right, which include:  Lack of a comprehensive 
standalone Cyber Crime Act for cross border 
standardization of data and mutual legal assistance 
in cyber-crimes with other countries, lack of 
proper regulation on e-waste management, 
inadequate standards for compliance on provisions 
of ICT equipment, inadequate provisions for 
green computing, inadequate frameworks for 
critical information infrastructure  (CII) holders, 
inadequate identification, management, ownership 
and  protection of the critical sites,  inadequate 
coordination on international cyber security issues; 
unclear policy on cloud storage of data, absence of 
an IT Authority, and inadequate coordination and 
cohesion of MDA specific ICT developments and 
availability of technical ICT personnel at leadership 
levels.
Policy Statement1: The Policy will ensure provision 
of a conducive digital legal and regulatory 
environment.

Strategies

i.	 Develop comprehensive ICT legal and 
regulatory frameworks that address cyber-
crimes; 

ii.	 Initiate periodic review of all and/or any 
ICT legal and regulatory framework; 

iii.	 Develop frameworks to address green 
computing, recycling and disposal of 
obsolete ICT equipment; 

iv.	 Develop legislations, guidelines and policies 
for data management;  

v.	 Develop legislation for the creation of an 
institution to oversee ICT standards, ICT 
code of ethics and digital development;

vi.	 Develop legislation for the creation of an 
institution to oversee space resources;

vii.	 Development of regulations, guidelines and 
policies for the identification, management, 
oversight and protection of Critical 
Information Infrastructure (CII) holder(s) 
throughout all sectors; 

viii.	 Develop legal framework and standards 
for the use, adoption and development of 
AI and other emerging technologies with 
attention to high-risk AI; and

ix.	 Develop AI and other emerging technologies 
code of ethics in line with regional and 
international AI and emerging technologies 
code of ethics.  

3.7	 Priority Area 7: Research, 	
	 Innovation and Development
The ever-increasing reliance on digital systems, 
coupled with the need for job creation among the 
youth and women increasingly indicates the need 
for innovation, research and development within 
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the ICT sector. The growth of the local ICT sector 
and the digital economy is reliant on the same.  
ICT provides a unique opportunity for the 
incubation and adoption of unique and potentially 
transformative products and services developed 
by skilled young ICT developers. Malawi has 
failed to identify and harness ICT innovations 
within the sector due to lack of consolidated 
talent identification, lack of policies and strategies 
promoting ICT innovations and research and 
limited incubation. In addition, the lack of marker 
space for prototyping and validation, as well as 
inadequate enforcement of intellectual property 
rights all work against the promotion of research 
and development within the sector. The arrival of 
new and disruptive technologies such as artificial 
intelligence and Internet of Things necessitate 
deliberate attention and effort towards promoting 
innovation, research, and development to ensure 
the security of the government’s existing systems as 
well as future digital assets and infrastructure.

Policy Statement 1:  The Policy will address the 
gaps in research and innovation in the ICT sector.
Strategies: 

i.	 Develop strategies to support research and 
innovation in ICT; 

ii.	 Promote adoption, commercialisation, 
use and scaling up of locally developed 
solutions;   

iii.	 Develop a financing mechanism for ICT 
research and innovations; and

iv.	 Develop and support Centers of Excellence 
(CoEs) focused on research, innovation, 

and entrepreneurship.

3.8	 Priority Area 8: Cyber 		
	 Security Resilience 

The deployment of fiber-optic network 
infrastructure across the country, and increased 
dependency on digital services are a clear indication 
that Government is dedicated to ensuring that 
all citizens have access to broadband and digital 
services. This calls for the need to ensure key safety 
within the cyberspace. 

The online world is exposed to several risks and 
hazards, some of which are relatively recent 
developments. The risks and dangers of activities 
carried out online vary from simple real-time 
hacking of computer systems to phishing, mobile 
money fraud, organized online human trafficking, 
child pornography and, cyberbullying, among 
others. These factors hinder the efficient functioning 
and robustness of information and communication 
technology systems, resulting in the slowing down 
of the nation’s socio-economic growth.

Policy Statement 1: The Policy will create a safe, 
robust and resilient digital ecosystem by promoting 
the application and improvement of measures for 
confidentiality, availability, and integrity of digital 
assets.

Strategies:

i.	 Protect Malawi’s Critical information 
infrastructure (CII) through creation and 
operationalization of sectoral computer 
emergency response teams (CERTs);  
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ii.	 Increase cybersecurity awareness, 
information exchange and coordination;

iii.	 Develop a strategy addressing the protection 
of vulnerable groups;

iv.	 Enforce alignment to regional and 

international cybersecurity standards 
through treaties, conventions and bilateral 
agreements; and

v.	 Initiate review of cybersecurity strategy and 
other related frameworks.       
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4.1. 	 Institutional Arrangements 
The following institutions and agencies will play a 
central role in the coordination and implementation 
of the National Digitalization Policy: 

1.	 Ministry responsible for Information and 
Digitalization will provide strategic guidance 
and leadership among all stakeholders in the 
ICT Sector. Coordinate the implementation of 
all ICT related projects in the country; 

2.	 The Department of E-Government will be 
responsible for accelerating a robust ICT 
development, ICT standards and utilization in 
Malawi. This Department should be restructured 
into an institution to oversee ICT standards, 
ICT code of ethics and digital development in 
Malawi;

3.	 The Malawi Communications Regulatory 
Authority (MACRA) will effectively discharge 
its mandate as a regulatory body on ICTs. 
MACRA will regulate and monitor the provision 
of reliable and affordable communications 
services in Malawi;

4.	 The Parliamentary Committee on Media, 
Information and Communications will continue 
to facilitate legislation of Malawi’s ICT sector 
legal and regulatory frameworks; 

5.	 The Economic Infrastructure Enabler 
Coordinating Group will be responsible for 
harmonizing various initiatives implemented 
within the sectors. 

4.2. 	 Other Stakeholders and their 	
	 roles and responsibilities 

1.	 National College of Information 
Technology (NACIT): Provide market 
demanded training in ICT services to both 
Government and private institutions as well 
as individuals. Lease in the development of 
ICT products and service.

2.	 Academia: Support the capacity of academic 
institutions to enable them to lead in research 
and innovation on market demanded ICT 
products and services. Spearhead the 
development of highly skilled specialized 
ICT personnel to support the harnessing of 
the 4th Industrial revolution benefits.

3.	 National Commission on Science and 
Technology (NCST): Provide up to 
date advice to Government and other 
stakeholders on all science and technology 
matters in order to achieve a science and 
technology-led development. NCST will 
also source financing for and coordinate 
national research and development in 
science and technology. NCST will also 
lead in identifying and supporting the 
upscale of innovations from around that 
country.	

4.	 Ministry responsible for Justice: Ensure a 
conducive legal and regulatory framework 

 
CHAPTER 4 IMPLEMENTATION 

ARRANGEMENTS  



24 NATIONAL DIGITALIZATION POLICY 2023-2028

is in place and enacted. For example, Cyber 
Security and Crime frameworks and Data 
protection frameworks.

5.	 National Registration Bureau (NRB): 
Maintain the National Registration and 
Identification System (NRIS) in Malawi, 
and ensure the NRIS is well interfaced 
with other Government systems for smooth 
implementation of Government programs.

6.	 Department of Road Traffic and Safety 
Services (DRTSS): Ensure digitization of the 
road traffic operations and synchronization 
with the national identification system 

7.	 Department of Immigration: Ensure 
digitization of the immigration service 
operations and synchronization with the 
national identification system 

8.	 Malawi Confederation of Chambers 
of Commerce and Industry (MCCCI): 
Coordinate and ensure Private Sector 
Participation in the digitalization process 
and comprehensive adoption of ICT in their 
functions.

9.	 Ministry responsible for Homeland 
Security: Ensure legal enforcement on 
issues of cyber-crimes and data protection.

10.	 Department of Economic Planning and 
Development (EP&D): Ensure there 

is coordination among all development 
projects including those in the ICT sector. 
EPD will monitor, evaluate and provide 
guidance regarding the implementation 
of development projects in Malawi. EPD 
will also provide support to the Enabler 
Coordination Group under the MW2063.

11.	 Ministry responsible for Finance and 
Economic Affairs (MoFEA): MoFEA 
will ensure that taxes and tax incentives 
are affordable and available in the country. 
The Ministry will ensure adequate funding 
and financing for the implementation of 
ICT projects.

12.	 Accountant General’s Department: 
Manage the Government payment system, 
IFMIS and ensure the payment system 
functions are well in connection with other 
Government systems.

13.	 Department of Human Resource 
Management and Development 
(DHRMD): Manage the Human Resource 
Management System and ensure interface 
and interoperability with other Government 
systems like the IFMIS and also ensure that 
the e-Government mandate is reviewed.   

14.	 Malawi Internet Service Providers 
Association (MISPA): Will be responsible 
for ensuring Malawi Internet Exchange 
Point (MIX) and coordination of all ISPs 
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in the country.

15.	 Internet Service Providers (ISPs): 
Provide seamless, reliable and affordable 
connection and web-based applications 
hosting services to businesses, 
organizations and individuals to allow 
for smooth and proliferated digitalization 
of goods and service provision in the 
economy.

16.	 ICT Association of Malawi (ICTAM): 
Will ensure human capital development, 
industries professional standardization, 
promoting entrepreneurship, research and 
innovation in ICT.

17.	 Reserve Bank of Malawi (RBM): Policy 
holder for payment systems, operate a 
payment gateway system, regulate Fintech 
and mobile money, oversee the operation 
of the National Switch (NATSWICH) and 
electronic Know Your Customer (E-KYC).

18.	 Commercial Banks and FINTECHs: 
Development and adoption of innovative 
digital financial services and technologies. 
Participate in the promotion of digital 
financial inclusion in the digital economy. 

19.	 National Statistical Office (NSO): Ensure 
availability of crucial information and data 
to the general public online.

20.	 Competition and Fair-Trading 
Commission (CFTC): Ensure fair and 
free trade guidelines are followed in 
undertaking ICT development and services 
in the country.

21.	 Electricity Supply Commission of 
Malawi Fiber Unit: ESCOM will manage 
the national optical fiber backbone and 
Data Centre.

22.	 Electricity Supply Commission of 
Malawi (ESCOM): Will ensure adequate 
electricity supply in order to provide 
needed consistent power for all public and 
private sector digital devices and services. 

23.	 Public Procurement and Disposal 
of Assets Authority (PPDA): Ensure 
procurement guidance and direction and 
migration to e-Procurement

24.	 National Planning Commission (NPC):  
The NPC will provide oversight on the 
implementation of all ICT transformative 
interventions. NPC led in the preparation 
of the Digital Economy Strategy to 
facilitate and fast track the implementation 
of MW2063.

25.	 Ministry responsible for Education 
(MoE): will be responsible for ensuring 
mainstreaming of digital services in the 
education sector.
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26.	 Ministry responsible for Health 
(MoH):  Will be responsible for ensuring 
mainstreaming of digital services in the 
health sector.

27.	 Ministry responsible for Trade and 
Industry:  Will be responsible for ensuring 
mainstreaming of digital services in trade 
and industries to foster online transaction 
such as e-trade and e-commerce.
 

28.	 Mobile Network Operators (MNOs) 
will be responsible for ensuring ICT 
infrastructure development and provision 
of affordable ICT services and devices in 
Malawi.

29.	 Public Private Partnership Commission 
(PPPC): To facilitate and mobilize 
innovative and dynamic private sector 
partners in ICT infrastructure development 
for the benefit of the people of Malawi.

4.3. 	 Implementation Plan 
The implementation of this Policy will use 
a multi-sectoral approach involving a cross 
section of stakeholders as outlined above. The 
Implementation Plan has eight priority areas with 
their policy statements and strategies. The detailed 
Implementation Plan is attached in Annex 1.

4.4. 	 Monitoring and 			 
	 Evaluation Plan

Monitoring and evaluations will be undertaken to 
ascertain the effectiveness and responsiveness in 
achieving the intended goals and objectives.  The 
M and E Plan will be used to track progress based 
on outputs against their respective performance 
indicators on set targets. The M&E plan will 
provide the feedback information needed to identify 
implementation challenges and gaps. An evaluation 
will be done after three years of implementation as 
a mid-term review and at the end of implementation 
of the Policy or when necessary. The M&E plan is 
attached in Annex 2.
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Objective Strategy Responsibility Time Frame

Policy Priority Area 1: ICT Infrastructure Development

Policy Statement1:   The Policy will promote investment in ICT infrastructure to increase network 
coverage and adoption of new technologies.

Increase network 
coverage throughout 
Malawi

Strengthen cross 
boarder linkages with 
neighboring countries 
on ICT infrastructure

MACRA, Ministry responsible for 
Finance, Ministry responsible for   
Information and Digitalization

2023-2028

Lobby for the 
introduction of 
tax incentives on 
communications 
network equipment 
(e.g. towers and 
interface equipment)

MACRA, Ministry  responsible for 
Information and Digitalization, 
Ministry responsible for Finance, 
MRA

2023-2024

Encourage PPP 
financing for ICT 
infrastructure 
investment and 
acceleration

MACRA, Ministry  responsible for 
Information and Digitalization, 
Ministry responsible for Finance, 
MRA

2023-2025

Promote public 
and private sector 
investment in satellite 
technology

MACRA, Ministry  responsible for 
Information and Digitalization, 
Ministry responsible for Finance, 
MRA, ICTAM, NCST,MISPA, 
MNO

2023-2025

Policy statement: 2: The Policy facilitate deployment of reliable ICT infrastructure and 
communications services in Malawi

Develop reliable, 
inclusive, adaptive, and 
ICT Infrastructure in 
Malawi

Install last mile 
infrastructure in 
under-served areas;

MACRA, Ministry  responsible for 
Information and Digitalization

2023-2027

Enforce ICT 
infrastructure sharing 
to all ICT service 
providers to reduce 
costs on deployment.

MACRA, Ministry  responsible for 
Information and Digitalization

2023-2027
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Objective Strategy Responsibility Time Frame
Adopt ongoing 
power sector reforms 
including adoption 
of green power 
technologies which 
are critical to the 
development of the 
ICT industry.
MACRA, Ministry  
responsible for 
Information and 
Digitalization

2023-2028

Policy Priority Area 2: Universal Access to ICT and Digital Services

Policy Statement 1: The Policy will ensure that as far as it is practicable, reliable, and affordable, 
communications services are provided throughout Malawi. 

Ensure universal access 
to affordable ICT and 
ICT related services to 
all Malawians

Review taxes on ICT 
terminal, connection 
devices, broadband 
and digital services;

Ministry  responsible for 
Information and Digitalization, 
Ministry responsible for Finance, 
MACRA, MRA

2023-2028

Promote local 
assembly and 
production of ICT 
equipment and entry 
level Mobile devices 
for shared access;

Ministry  responsible for 
Information and Digitalization, 
Ministry responsible for Finance, 
MACRA

2023-2027

Enforce adherence 
to ICT standards 
to ensure quality of 
service;

MACRA, Ministry  responsible for 
Information and Digitalization, 
E-Government

2023-2028

Review ICT licensing 
framework to promote 
competition and fair 
trading

MACRA, Ministry  responsible for 
Information and Digitalization

2023-2028

Encourage local traffic 
peering 

MACRA, MISPA, MoID, OPC 2023-2026

Develop and 
implement 
interventions to 
enhance and promote 
access to ICT and 
digital services for 
vulnerable groups

MACRA, Information and 
Digitalization, MACOHA, 
MoE, Min Gender Community 
Development and Social Welfare 

2023-2027
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Objective Strategy Responsibility Time Frame

Policy statement 2: The Policy will ensure increased ICT and digital technology access and 
connectivity in underserved areas

Ensure ICT and digital 
access and connectivity 
in underserved areas of 
Malawi

Offer incentive 
spectrum pricing for 
access and transport 
networks for rural 
areas;

MACRA, Ministries responsible 
for Information and Digitalization, 
Ministry responsible for   Finance

2023-2028

Strengthen and 
promote access and use 
of digital services in 
underserved areas

MACRA, Ministries responsible 
for Information and Digitalization, 
Ministry responsible for   Finance

2023-2028

Policy Statement 3: The Policy will ensure that digital broadcasting is adequately harnessed in the 
country.

Promote local content 
production 

Ministry Responsible for 
Information and Digitalization, 
MDBNL, Tourism, Academia, 
MACRA

2023-26

Widen National Digital 
Broadcasting signal 
coverage

MACRA, Information and 
Digitalization, MDBNL

2023-2026

Develop Digital 
Broadcasting 
frameworks 

Ministry responsible for 
Information and Digitalization, 
OPC, MACRA, MDBNL

2023-2026

Policy Priority Area 3:  Governance in ICT Development

Policy Statement 1: The policy will endeavor to improve digital governance

Improve digital 
governance and 
adherence to digital 
standards and 
guidelines

Review the current 
mandate of the 
Department of 
E-Government and 
restructure it to align it 
with the Malawi 2063;

DHRMD, OPC, Ministry 
responsible for Finance, Ministry  
responsible for Information 
and Digitalization, MACRA, 
E-Government

2023-2025

Develop and 
enforce National 
ICT Guidelines and 
Standards; 

DHRMD, OPC, Ministry 
responsible for Finance, Ministry  
responsible for Information 
and Digitalization, MACRA, 
E-Government, All MDAs

2023-2028

Establish an institution 
to oversee ICT 
standards, ICT code 
of ethics, digital 
development and 
procurement of 
consultancy for 
development of 
government systems;

DHRMD, OPC, Ministry 
responsible for Finance, Ministry  
responsible for information 
and digitalization, MACRA, 
E-Government

2023-2028
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Objective Strategy Responsibility Time Frame

Improve digital 
governance and 
adherence to digital 
standards and 
guidelines

Ensure local hosting of 
all government systems

Ministry responsible for 
Information and Digitalization, all 
MDAs, ESCOM Fiber Unit

2023-2026

Develop in 
collaboration with 
respective line 
ministries sectoral 
digital policies.

Ministry responsible for 
Information and Digitalization, 
NPC, All MDAs

2023-2026

Increase participation 
in International ICT 
fora

Ministry  responsible for 
Information and Digitalization, 
Ministry responsible for Finance 
MACRA, ICTAM, Academia, 
OPC

2023-2028

Establish an institution 
to manage and regulate 
space resources

Ministry  responsible for 
Information and Digitalization, 
Ministry responsible for Finance 
MACRA, ICTAM, Academia, 
OPC

2023-2026

Promote engagement 
of local consultancy 
in the development 
of government ICT 
systems.

E-government, and all MDAs 
involved in the development of the 
policy

2023-2028

Policy Statement 2: The Policy will ensure that domestic and international resources for ICT and 
digitization development are mobilized.

Ensure increased and 
coordinated local and 
international resource 
mobilization for ICT 
development

Lobby for increased 
budget allocation of 
ICT and Digitalization 
development

Ministry responsible for Finance, 
Ministry  responsible for 
Information and Digitalization, 
MACRA, ICTAM,

2023-2028

Promote efficient 
and effective Public, 
Private Partnerships 
and corporate social 
responsibility.

OPC, Ministry  responsible for 
Information and Digitalization, 
PPPC, ICTAM, Statutory 
Cooperation, Malawi Chambers 
of Confederation, CONGOMA, 
NGO Regulatory Authority 
(NGORA), NPC, EP&D-PSIP, 
Academia 

2023-2028

Strengthen 
coordination and 
collaboration with 
development partners. 

Ministry responsible for Finance, 
Ministry responsible for 
Information and Digitalization, 
OPC, EP&D, Development 
Partners and All MDAs.

2023-2028
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Objective Strategy Responsibility Time Frame
Promote proactive 
mechanisms for 
lobbying ICT 
development support 
from the regional and 
international bodies 
responsible for ICT. 

Ministry responsible for EP&D, 
Ministry  responsible for 
Information and Digitalization, 
MACRA, Development Partners, 
OPC, Min responsible for Foreign 
Affairs.

2023-2028

Policy Priority Area 4: Human Capital Development

Policy Statement 1: The policy will provide an environment where the citizens are capacitated with 
relevant ICT and digital skills

Increase access to and 
quality of digital skills 
development

Collaborate with the 
ministry responsible 
for education to 
incorporate digital 
skills training at all 
levels 

Ministry  responsible for 
Information and Digitalization, 
Ministry responsible 
for education, NACIT, 
E-Government, Min of Labor

2023-2028

Build and strengthen 
capacity of the 
National College 
of Information 
Technology 
(NACIT) to train 
on Government 
systems, digital assets, 
specialized digital skills 
and basic ICT skills 
for all government 
employees

E-Government, NACIT, respective 
MDAs, PPPC, MACRA, ICTAM 
private sector

2023-2025

Develop initiative(s) 
to broaden access 
to digital skills 
training and improve 
digital skills literacy 
programs;

E-Government, NACIT, private 
sector, PPPC, MACRA

2023-2025

Develop interventions 
to promote ICT 
awareness, literacy 
and participation in 
the ICT and digital 
economy.

E-Government, NACIT, private 
sector, PPPC, MACRA, PDU

2023-2025

Develop and 
implement policies to 
enhance and promote 
women and youth 
participation in ICT

NACIT, Ministry  responsible for 
Information and Digitalization, 
E-Government, NACIT, private 
sector, PPPC, MACRA, PDU

2023-2025
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Objective Strategy Responsibility Time Frame

Policy Priority Area 5: Digital Government 

Policy Statement 1: The policy will ensure the roll out of full digitalization of major processes in both 
public and private sectors

Accelerate, streamline 
and improve 
automation of 
government processes 
and interoperability of 
government systems

Accelerate automation 
of critical functions in 
public sector

E-government, PPPC, PPDA, 
OPC, Ministry responsible for 
Transport, PVHES, Ministry 
responsible for Finance; Ministry 
responsible for Health, MEC, 
Immigration, Malawi Police 
Services

2023-2026

Promote the 
integration and 
interoperability of 
Government and 
private sector systems

Malawi Police Service, 
Department of Human Resource, 
Min responsible for Gender, 
Ministry responsible for Finance, 
Department of Immigration, 
Malawi Prison Service, Directorate 
of Road Traffic Safety and 
Services, National Registration 
Bureau, Accountant General 
Department, Ministry responsible 
for Information and Digitalization 
and OPC

2025

Accelerate completion 
of the national 
addressing system 

MACRA, Ministry responsible for 
Information and Digitalization, 
Local Government, Min 
responsible for Lands, and OPC

2025

Accelerate deployment 
of the electronic single 
window with a focus 
on process automation 
and agency integration.

Ministry of Trade, Department 
of e-Government, MRA, 
Department of Road Traffic, 
logistical companies, Ministry 
of Agriculture, Department of 
Forestry, Department of Fisheries, 
Parks and Wildlife, MBS, Ministry 
of Energy and Mining, Ministry of 
Finance, RBM, and Traders

2023-24

Policy Priority Area 6: ICT Legal and Regulatory Environment

Policy Statement 1: The Policy will ensure that conducive digital legal and regulatory environment is 
provided

Ensure conducive and 
enabling legislative 
environment

Develop 
comprehensive ICT 
legal and regulatory 
frameworks that 
address emerging 
technologies and 
cyber-crimes

MACRA, MISPA, PPPC, Ministry 
responsible for Information 
and Digitalization,  OPC, Min 
responsible for Justice

2027
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Objective Strategy Responsibility Time Frame

Ensure conducive and 
enabling legislative 
environment

Initiate the periodic 
review of all and/
or any ICT legal and 
regulatory frameworks

MACRA, Min responsible for 
Transport, Min responsible 
for Lands, Min responsible for 
Information and Digitalization, 
OPC, City Councils, Min 
responsible for the Local 
Government

2027

Develop frameworks 
to address green 
computing, recycling 
and disposal of 
obsolete ICT 
equipment

NRB, PPDA, Department of 
Immigration, Department of 
road traffic, Accountant General, 
Ministry of Lands, DHRMD

2023-24

Develop legislations, 
guidelines and policies 
for data management 

NRB, PPDA, Department of 
Immigration, Department of 
Road Traffic, Accountant General, 
Ministry of Lands, DHRMD

2023-2024

Develop legislation 
for the creation of an 
institution to oversee 
ICT standards, ICT 
code of ethics and 
digital development

Ministry  responsible for 
Information and Digitalization, 
MoF, DHRMD, OPC, PDU, MoJ

2023-2024

Develop legislation 
for the creation of an 
institution to oversee 
space resources

Ministry  responsible for 
Information and Digitalization, 
MoF, DHRMD, OPC, PDU, MoJ, 
MACRA

2023-2024

Develop regulations, 
guidelines and policies 
for the identification, 
management, oversight 
and protection of 
Critical Information 
Infrastructure (CII) 
holder(s) throughout 
all sectors of the 
economy

MACRA, Ministry  responsible for 
Information and Digitalization, 
MDAs, ICTAM

2023-2024

Develop legal 
framework and 
standards for the use, 
adoption and develop 
AI and other emerging 
technologies with 
attention to high-risk 
AI

Ministry  responsible for 
Information and Digitalization, 
MoF, DHRMD, OPC, PDU, MoJ

2023-2025
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Objective Strategy Responsibility Time Frame
Develop AI and other 
emerging technologies 
code of ethics in line 
with regional and 
international AI and 
emerging technologies 
code of ethics.

Ministry  responsible for 
Information and Digitalization, 
MoF, DHRMD, OPC, PDU all 
MDAs

2023-2026

Policy Priority Area 7: Research, Innovation and Development

Policy Statement 1: The Policy will address the gaps in research and innovation in the ICT sector

Promote development 
and adoption of ICT 
innovations

Develop strategies to 
support research and 
innovation in ICT 

OPC, NCST, Academia, NCHE, 
Min responsible for Information 
and Digitalization, Min 
responsible for Education

2024

Promote adoption, 
commercialization, use 
and scaling of locally 
developed solutions.   

OPC, Min responsible for 
Information and Digitalization, 
Min responsible for Economic 
Development

2027

Develop a financing 
mechanism for 
ICT research and 
innovations

OPC, Min responsible for 
Information and Digitalization, 
Min responsible for Economic 
Development, PPPC, PPDA

2027

Develop and support 
Centers of Excellence 
(CoEs) focused on 
Research Innovation, 
and Entrepreneurship.

OPC, Min responsible for 
Information and Digitalization, 
NCST, PPPC, PPDA

2027

Policy Priority Area 8: Cyber Security Resilience

Policy Statement No1: The Policy will create a safe, robust and resilient digital ecosystem by promoting the 
application and improvement of measures for confidentiality, availability, and integrity of digital assets

Ensure safety measures 
for confidentiality, 
availability, and 
integrity of digital 
assets

Protect Malawi’s 
Critical Information 
Infrastructure (CII) 
through creation and 
operationalization of 
sectoral Computer 
Emergency Response 
Teams (CERTs). 

Ministry responsible for  
information and Digitalization, 
all MDAs, RBM, MNO, ISP, 
commercial banks, MRA

2023-2026

Increase cybersecurity 
awareness, information 
exchange and 
coordination.

Sectoral CERTs, MACRA 2023-2026
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Objective Strategy Responsibility Time Frame
Develop a strategy 
addressing the 
protection of 
vulnerable groups

E-Government, MACRA, 
Ministry responsible for social 
welfare and vulnerable groups

2023-2025

Enforce alignment 
to regional and 
international 
cybersecurity 
standards through 
treaties, conventions 
and bilateral 
agreements

E-Government, MACRA, Justice, 
OPC, Ministry of Foreign Affaires

2023-2028

Initiate review of 
cybersecurity strategy 
and other related 
frameworks.

E-Government, Ministry of  
Justice, MACRA, OPC

2023-2025
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